FINANCIAL SERVICES COMMISSION

27 May 2022

Financial Sanction Notice

Directions from Financial Services Commission

Please be informed that 314 entries have been amended under the Russia, Cyber and Belarus
financial sanctions regimes.

On 27 May 2022 the Foreign, Commonwealth and Development Office updated the UK
Sanctions List on Gov.Uk. This list provides details of those details designated under regulations
made under the Sanctions Act.

9 entries have been amended under the Cyber regime. These entries remain subject to an asset
freeze,

The consolidated list of asset freeze targets has been updated to reflect these changes.

The notice will also be placed on our website at www.fscmontserrat.org
(http://www.fscmontserrat.org/ under the heading "Sanctions") for your future reference.

Please be guided according
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FINANCIAL SERVICES COMMISSION
“

27 May 2022

Financial Sanction Notice

Cyber

Introduction

1. The Cyber (Sanctions) (EU Exit) Regulations 2020 (S.1. 2020/597) were made
under the Sanctions and Anti-Money Laundering Act 2018 (the Sanctions Act)
and provide for the freezing of funds and economic resources of certain persons,
entities or bodies conducting or directing cyber activity that undermines, or is
intended to undermine, the integrity, prosperity or security of the United
Kingdom or a country other than the United Kingdom; international organisations;
and non-governmental organisations whose purposes relate to the governance
of international sport or the Internet.

2. On 27 May 2022 the Foreign, Commonwealth and Development Office updated
the UK Sanctions List on GOV.UK. This list provides details of those designated
under regulations made under the Sanctions Act. A link to the UK Sanctions List

can be found below.

3. Following the publication of the UK Sanctions List, information on the
Consolidated List has been updated.

Notice summary

4. 9 entries have been amended and are still subject to an asset freeze. Further
information can be found in the annex to this Notice.

What you must do

You must:
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check whether you maintain any accounts or hold any funds or economic
resources for the persons set out in the Annex to this Notice:

freeze such accounts, and other funds or economic resources and any funds
which are owned or controlled by persons set out in the Annex to the Notice

refrain from dealing with the funds or assets or making them available
{directly or indirectly) to such persons unless licensed by the Governor

report any findings to Governor, together with any additional information that
would facilitate compliance with the Regulations;

provide any information concerning the frozen assets of designated persons
that the Governor may request. Information reported to Governor may be
passed on to other regulatory authorities or law enforcement.

5. Where a relevant institution has already reported details of accounts, other funds

or economic resources held frozen for designated persons, they are not required

to report these details again.

6. Failure to comply with financial sanctions legislation or to seek to circumvent its

provisions is a criminal offence.

Further Information

7. Copies of recent notices, UK legislation and relevant guidance can be obtained

8.

9,

from the Cyber financial sanctions page on the Gov.UK website:

https:/Awww.gov. uk/government/collections/financial-sanctions-regime-specific-

consolidated-lists-and-releases

The Consolidated List can be found here:

hitps:/imavw. gov.ul/government/publicationsffinancial-sanctions-consclidated-lisi-

of- targets/consolidated-list-of-targets

The UK Sanctions List can be found here:

https:/Aawan. gov. uk/government/publications/the-uk-sanctions-list




10. For more information please see our guide to financial sanctions:
hitps.//www.gov.ulk/government/publications/uk-financial-sanctions-

guidance

Enquiries

11. Non-media enquiries about the implementation of financial sanctions in the UK
should be addressed to:

His Excellency, the Governor

The Governor's Office

#8 Farara Fiaza

Brades, MSR 1110

Montserrat

Ermail: David.Vincent@fodo.gov.uk



ANNEX TO NOTICE

FINANCIAL SANCTIONS: CYBER
THE CYBER {SANCTIONS) (EU EXIT) REGULATIONS 2020 (S... 2020/597)

AMENDMENTS

Deleted information appears in strikethrough. Additional information appears in italics
and is underlined.

Individuals

1.

CHUGULEVA, Aleyona Anatolyevna
Other Information: {UK Sanctions List Ref): CYBOO18 (UK Statement of

Reasons):Besig

public-interest-to—designate {conditienC)—Designated for the purposes pof. an asset
freeze and a travel ban under the Cyber {Sanctions} (EU Exit) Regulations 2020. The
designation is made gs _a designation by name under the urgent procedure. The
relevant provisions by reference to which the Minister considers that condition B is met
are 1JS Executive Orders 13694 and 13757. These provisions are made for purposes
which se provisions correspond to or are similar to the purpose of the Cyber
{Sanctions) {ElJ Exit) Regulations 2020, which have as their purpases are to further the
prevention of relevant cyber activity, which means (inter olia) an activity falling within
paragraph (3} of the requlations which (q) undermines, or is intended to undermine,
the integrity, prosperity or security of the United Kingdom or a country other than the
United Kingdom, (b} directly or indirectly couses, or is intended to cause, economic loss
to, or prejudice to the commercial interests of those affected by the octivity, {c)
undermines, or is_intended to undermine, the independence or effective functioning of
gn_international organisation, ¢r a _non-governmental organisation or forum whose
mandate or purposes relate to the governance of international sport or the Internet, or
{d} otherwise offects g significant number of persons in an indiscriminate manner. The
Minister considers that it _is_in the public interest to designate {condition C). The
Minister certified on 5 May 2022 that conditions B and C continued to be met. Listed
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on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:
15/03/2022-27/05/2022 Group 1D: 14611.

DUGINA, DaryaAleksandrovna
Cther Informat;on (UK Sanctions List Ref): CYBOO13 (UK Statement of
Reasons):Besigra . o .

mMHWesHHm%mHmHQM—Q—Desrqnated for the purposes of on__asset

freeze and g travel ban_under the Cyber (Sanctions) (EU Exit) Requlgtions 2020. The
designation is made as a designation by name under the urgent procedure. The
relevant provisions by reference to which the Minister considers that condition 8B is met
are US Execitive Orders 13694 and 13757. These provisions are made for purposes
which se provisions correspond to_or gre similar to the purpose of the Cyber
{Sanctions) (EU Exit) Requlations 2020, which have as their purposes are to further the
prevention of relevant_cyber activity, which means {inter alia) an activity falling within
paraqraph (3) of the regulations which {a} undermines, or is intended to undermine,
the integrity, prosperity or security of the United Kingdom or a country other than the.
United Kingdom, (b) directly or indirectly causes, or is intended to cguse, economic loss
to, or prejudice to the commerciol_interests of those affected by the activity, {c}
undermines, or is intended to undermine, the independence or effective functioning of
an international arganisation, or o non-governmental organisation or forum whose
mandate or purpases relate to the governance of international sport or the Internet, or
{d) otherwise affects o significant number of persons in an indiscriminate magnner. The
Minister considers that it is in the public interest to designate {condition C). The
Minister certified on 5 May 2022 that conditions B and C continued to be met. Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:

15/03/2022.27/05/2022 GroupID: 14606.

FEDIN, Yuriy Sergeyevich
DOB: 26{03/1989 Otherlnformatlon (UKSanctlons List Ref): CYBOOlS{UK Statement




PM@F&S%%B—%S‘&&%—H&%E—(—GG%—HBH—Q—DES!QHOTed for the pUrposes of an__asset

freeze and a travel bon_under the Cyber {Sanctions) (EU Exit} Requlations 2020. The

designation is mode _as g designation by name under the urgent procedure. The
refevant provisions by reference to which the Minister considers that candition B is met
are S Executive Orders 13694 and 13757, These provisions are made for purposes
which se provisions correspond to or are similar to the purpose of the Cyber
{Sanctions} {EU Exit) Regulations 2020, which have as their purposes are to further the
prevention of relevant cyber activity, which means_{inter alia} an activity falling within
paragrapt (3) of the requlotions which (o) undermines, or is intended to undermine,
the integrity, prosperity or security of the United Kingdom or a country other than the
United Kingdom, (b} directly or indirectly causes, or is intended to cause, economic loss
to,_or prejudice to the commercial interests of, those affected by the activity, {(c)
undermines, or is intended to undermine, the independence or effective functioning of
an international crgonisation, or a _non-qovernmentgl orqanisation or forum whose
mandate or purposes relate to the governance of international sport or the Internet, or
(d) otherwise affects g significant number of persons in gn indiscriminate manner. The
Minister considers thot it is in_the public interest to designate {condition €). The
Minister certified on 5 Moy 2022 that conditions B and C continued to be met. Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:
15/03/202227/05/2022 GrouplD: 14608.

GAFNER, Denis Yakovlevich
DOB: 08/09/1980 Other lnformatlcm' (UK Sanctions List Ref): CYBDO19 (UK Statement
of Reasons):De

BH%%WMSHH%MB{WQH—G)—-DEHQHGIEd for the purposes of an __asset

freeze and a trovel ban under the Cyber (Sonctions} (EU Exit) Requlations 2020. The

designation js_made gs_g_designgtion by ngme under the urgent procedure. The
relevant provisions by reference to which the Minister consitders that condition 8 is met
are US Executive Orders 13694 and 13757, These provisions are made for purposes




which se provisions correspond to _or are similar _to the purpose of the Cyber
{Sanctions} (EU Exit) Requiations 2020, which have as their purposes are to further the
prevention of relevant cyvber activity, which means (inter alig} an activity faliing within
paragraph (3) of the regulations which {a) undermines, or _is intended to undermine,
the integrity, prosperity or security of the United Kingdom or o country other than the
United Kingdeom, (b} directly or indirectly causes, or is intended to couse, economic loss
to, or prejudice to the commercial interests of, those affected by the activity, {c}
undermines, or is intended to undermine, the independence or effective functioning of
an international organisotion, or_a_non-governmental organisation or forum whose
mandate or purposes relgte to the governagnce of international sport or the Internet, or
{d} otherwise affects a significant pumber of persons in_an indiscriminate manner. The
Minister considers that it is in _the public_interest to designate (condition C). The
Minister certified on 5 May 2022 that canditions B and C continued to be met, Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 L.ast Updated:
18/03/2022 27/05/2022 Group|D: 14612.

GLOTOV, Yevgeniy Eduardovich
Other Information: (UK Sanctions List Ref): CYBOO16 (UK Statement of
Reasons):Desi he F

o ] EHAHCHS

publie-interest-to—designate—{conditien-C—Designated for the purposes of an asset
freeze and a travel ban under the Cyher (Sanctions) (EU Exit) Regulgtions 2020, The
designation is _made as_g_designation by name under the urgent procedure. The
relevant provisions by reference to which the Minister considers that condition 8 is met
are US Executive Orders 13694 gnd 13757, These provisions are made for purposes
which se provisions correspond to or _are similar to_the purpose of the Cyber
{Sanctions) (EU Exit} Requlations 2020, which have as their purposes are to further the
prevention of relevant cyber octivity, which means finter glia) an activity falling within
paraqraph {3) of the requlations which (a) undermines, or is intended to undermine,
the integrity, prosperity or security of the United Kingdom or g country other than the
United Kingdom, (b} directly or_indirectly causes, or is intended to cause, economic [0ss
to, or prejudice to the commercigl interests of, those offected by the activity, {c)
undermines, or is intended to undermine, the independence or effective functioning of
an international organisation, or a non-governmental_organisation or forum whose
mandate or purpnoses relate to the governance of international sport or the Internet, or
{d) otherwise affects a significant_number of persons in an indiscriminate manner, The
Minister considers that it is in the public_interest to designate (condition Cl. The
Minister certified on 5 May 2022 that conditions B and C continued to be met. Listed




on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:
i5/03/2022.2 7/05/2022 Group 1D: 14609,

KALABAYEVA, Valeriya
DOB: 01/10/1997 Othertnformat;on {UK Sanctions List Ref} CYBOOZO(UK Statement

of Reasons):De

ﬂubhc—mtemﬁ—te—deggnate-(eend-men-@)—Desrqnated for the DUrposes of an__asset

freeze and o travel ban under the Cyber (Sanctions) (EU Exit) Requlations 2020. The
designation is made os_a designation by name under the urgent procedure. The
relevant provisions by reference to which the Minister considers that condition B is met
are US Executive Orders 13694 and 13757, These provisions are made for purposes
which se provisions correspond to or are similar_to the purpose of the Cyber
{Sanctions} (EU Exit) Regulations 2020, which have as their purposes are to further the
prevention of relevant cyber activity, which means (inter alig} an activity falling within
paragraph (3} of the requiations which {a) undermines, or is intended to undermine,
the integrity, prosperity or security of the United Kingdom or a country other than the
United Kingdom, (b} directly or indirectly causes, or is intended to caquse, economic loss
to,_or prejudice to the commercial interests of, those affected by the activity, {c)
undermines, or s intended to undermine, the independence or effective functioning of
an_interngtional organisation, or @ non-governmental organisation or forum whose
mandate or purposes relgte to the governance of international sport or the Internet, or
(d) otherwise affects a significant number of persons in an indiscriminate manner. The
Minister considers that jt is in the public interest to_designate {condition C). The
Minister certified on 5 May 2022 that conditions B ond C continued to be met. Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:
18103/2622.27/05/2022 GrouplD:14613.

MAMAKOVA, Aelita Leonidovna
DOB:01/11/1988. Otherinformatlon (UK Sanctions List Ref) CYBO{}ZJ.(UK Statement
of Reasons):Designa 3




i i it —Desiqnated for the purposes of an  asset
freeze and a travel ban under the Cyber {Sanctions) (EU Exit) Requlations 2020. The
desianation is_made as o designation by name under the urgent procedurg. The
relevant provisions by reference to which the Minister considers that condition B is met
are US Executive Orders 13694 and 13757. These provisions ore made for purposes
which se provisions rarrespond to _or are similar to the purpose of the Cyber
{Sanctions) (EU Exit) Requiations 2020, which have as their purposes are to further the
prevention of relevant cyber activity, which means {inter alial an activity falling within
paragraph {3} of the requlations which (a) undermines, or_is intended to undermine,
the inteqrity, prosperity or security of the United Kingdom or a country other than the
United Kinadom, {b} directly or indirectly causes, or is intended to cause, ecanomic loss
to, or prejudice to the commercial interests_of, those offected by the activity, (c)
undermines, or is intended to undermine,_the independence or effective_functioning of
on international organisgtion, or a_non-governmentol organisation or forum whose
mandate or purposes relate to the governance of international sport or the Internet, or
{d) otherwise affects a significant_number of persons in an indiscrimingte manner. The
Minister considers that it is_in the public_interest to_designate {rondition ). The
Minister certified on 5 May 2022 that conditions B gnd C continued to be met, listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:

18/03/202227/05/2022 GroupiD: 14614.

SINELIN, Mikhail Anatolyevich
Other Information: (UK Sanctions List Ref}:

CYBOO17 (UK Statement of
Reasons):Pesi -

—Designated for the purposes of an asset
freeze and a travel ban under the Cyber (Sonctions) (EU Exit} Requlations 2020. The
designation is made as_o_designation by name under the urgent procedure. The
relevant provisions by reference to which the Minister considers that condition B is met
are US Executive Orders 13694 ond 13757. These provisions are made for purposes




which se provisions correspond to_or are similar to the purpose of the Cyber
{Sanctions} (EL Exit) Requintions 2020, which have as their purposes are to further the
prevention of relevant cyber activity, which means {inter glia} an activity falling within
paragraph (3) of the requlations which {a} undermines, or_is intended to undermine,
the integrity, prosperity or security of the United Kingdom or a country other than the
United Kingdom, {b) directly or indirectly cquses, or is intended to cause, economic loss
to, or prejudice to the commercial interests of, those offected by the activity, {c)
undermines, or is intended to undermine, the independence or effective functioning of
an_international organisation, or o non-governmental organisation or forum whose
mandate or purposes relgte to the governance of international sport or the Internet, or
(d) otherwise affects a significant number of persons in an indiscriminate manner. The
Minister considers thgt it is in the public interest to designate {condition C). The
Minister certified on 5 May 2022 thgt conditions B and C continued to be met. Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:

+5/03/2022.27/05/2022 GrouplD; 14610,

Entity

1. UNITED WORLD INTERNATIONAL
Other Information: (UK Sanctions List Ref): CYBOD14 (UK Statement of
Reasons):Desi = he—Cy f

interestto-designate{eendition-C—Designated for the purposes of an asset freeze an

a travel ban under the Cyber {Sanctions) (U Exit) Requiations 2020. The designation is
made as a designation by name under the urgent procedure. The relevant provisians
by reference to which the Minister considers that condition B is met are US Executive
Orders 13694 and 13757, These provisions are made for purposes which se provisions
correspond to or are similar to_the purpose of the Cyber (Sanctions) {FU Exit)
Regulations 2020, which have gs_their purposes are to further the prevention of
relevant cyber activity, which means (inter alia) an activity falling within paragraph (3)
of the requigtions which {a} undermines, or is intended to undermine, the integrity,
prosperity or security of the United Kingdom or o country other than the United
Kingdom, (b} directly or indirectly causes, or is intended to cause, economic loss to, or
prejudice to the commercial interests of, those affected by the activity, (c) undermines,
or is intended to undermine, the_independence or effective functioning of an
international organisation, or o non-governmental organisation or forum whose
mandate or purpgses relate to the governance of international sport or the Internet. or
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{d) otherwise affects a significant number of persons in an indiscriminate monner. The
Minister considers that it is in the_public_interest to_designate {candition C). The
Minister certified on 5 Moy 2022 that conditions B and C continued to be met. Listed
on: 15/03/2022 UK Sanctions List Date Designated: 15/03/2022 Last Updated:

15/03/2022 27/05/2022 GrouplD: 14607,

Financial Services Commission

27/05/2022
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